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Abstract

This guide provides supplemental information to the VMware View Manager Administration Guide to assist 
in configuring and deploying VMware View™ 4. This document describes various deployment scenarios for 
intermediate and advanced administrators planning to deploy VMware View 4. 

About this Guide

VMware View 4 allows you to consolidate virtual desktops on datacenter servers and manage operating 
systems, applications, and data independently over any network. Whether you are deploying a new VMware 
View instance or upgrading from a previous version, this document will provide preliminary guidelines to help 
your deployment process. 

This document validates recommended VMware View configurations and describes deployment scenarios 
for intermediate and advanced administrators planning to deploy VMware View. You can customize these 
configurations for your environment. 

This document is designed to be used as a companion to other published materials such as the VMware View 
Getting Started Guide, the VMware View Manager Administration Guide, and the VMware View Upgrade Guide. 
It should not be used as a reference architecture or a product recommendation regarding the third party 
products mentioned here. 

Download the VMware View Architecture and Planning Guide or additional VMware View 4 documentation at: 
http://www.vmware.com/support/pubs/view_pubs.html

Contents

This guide is organized by the following topics:

•	VMware View Components

•	VMware View with PCoIP 

•	Worker Scenario and Types

•	VMware View Administration

•	Additional Resources 

Intended Audience

This document is designed for information technology professionals who are responsible for deploying desktop 
or application virtualization for their companies, such as systems administrators responsible for planning and 
deploying the VMware View platform.

For More Information

For detailed product information, refer to the VMware View Administration Guide and related release 
documentation at: http://www.vmware.com/support/pubs/view_pubs.html

Or, access the self-serve knowledge base on VMware View at: http://kb.vmware.com/selfservice

http://www.vmware.com/support/pubs/view_pubs.html
http://www.vmware.com/support/pubs/view_pubs.html
http://kb.vmware.com/selfservice
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Using Thin-Provisioning with VMware View 
and NAS

Global enterprises with business-critical, heterogeneous, file-based data will need to adopt file and storage 
virtualization on some level. In VMware View 4, the platform is compatible with the vSphere host. 

For this sample deployment, three separate VMware View pods were created to simulate branch offices in San 
Jose, Oakland, and San Francisco. By allocating three secure segments from a single network-attached storage 
(NAS), branch offices can have their own isolated and dedicated NAS storage, while a global NAS can be 
divided for global file sharing among the different offices. 

The sample storage deployment used in this section is provided by BlueArc NAS. You can deploy any other type 
of NAS for similar use-cases. The advantage of NAS arrays is that they are self-contained and preconfigured for 
easy deployment. With their dedicated storage capacity and file systems, they can be easily managed. 

View SJC Pod View SFO Pod View OAK Pod

System Drive

Storage Pool

Virtual Server

VMware vSphere

Data Data Data Data Data Data Data Data Data Data

Data2Data1Disk0

V V V

VM1 VM2 VM3

Data2Data1Disk0

V V V

VM1 VM2 VM3

Data2Data1Disk0

V V V

VM1 VM2 VM3

EVS 
192.18.13.32

SJC-SFO-OAK
Virtual Server

SJCEVS 
192.18.13.29

SJC
Secure Virtual Server

SFOEVS 
192.18.13.30

SFO
Secure Virtual Server

OAKEVS 
192.18.13.31

OAK
Secure Virtual Server

Storage Pool

SJC-OAK-SFO
Storage Pool

SJC

Storage Pool

SFO

Storage Pool

OAK

Silicon File 
System

NFS SJC-
OAK-SFO

NFS 
SJC

NFS
SFO

NFS
OAK

Figure 14: Sample deployment using security NAS to control branch office VMware View desktop access
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In this deployment, you can leverage thin provisioning during the virtual desktop template configuration. 
vStorage in vSphere features thin-provisioned disks with simple clicks. With thin-provisioned disks, you don’t 
lose the unused space because the space is not seen as used by VMware until the guest actually writes to it. 

VMware View 4 is tightly integrated with backend host features. With View Composer you can create thin 
provisioning pools. 

Before You Begin

If you have a cluster configured for ESX or vSphere hosts, you must make sure all ESX hosts in the same  
cluster can see the storage—either SAN or NAS. This is a basic requirement for View Manager to provision 
desktop or pools.

You can combine the deployment with tag-based entitlements for each VMware View pod where the 
connection broker is set to allow access to desktop or pools with the matching “tag”. For example, you can 
configure certain desktop pools to only be available to users on the internal private network. The same user 
would not be able to access that desktop pool from the Internet. 

If you have two Connection Servers supporting internal network users and two Connection Servers supporting 
Internet access users, then configure these tags per the connection server. For example, tag the external ones 
as “Internet” and internal ones as “Internal”. Then mark certain pools as being available only to “Internal” users.

Figure 15: [NEED TITLE]

Note this sample deployment is not an instruction guide on how to use third party vendor or partner solutions. 
It is to be used as a high-level proof of concept only.



VMware View 4 

D E P L OY M E N T  G U I D E  /  3 4

Procedure

•	Set up the BlueArc network configuration
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•	Create the NFS, configure the access policy, and export to the host server
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•	Add NAS storage as storage in the vSphere host
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•	 In the vSphere host, prepare a new virtual machine template to use thin provisioning. The checkbox option is 
available in the provisioning process

•	 In the vSphere host, take a snapshot of the virtual machine template for later linked clone use
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VMware linked clones are valuable as they are tightly integrated into View Manager and View Composer and 
can reduce initial storage capacity by 90%. 

•	 In View Manager, create and add a persistent or non-persistent desktop pool to enable thin provisioning 
during linked clone creation. For details on how to create desktops or pools, refer to the details in the  
VMware View Manager Administration Guide.

•	Select NAS storage for the desktop creation. You can select the same datastore or an alternative datastore 
for the user data disk. In a non-permanent desktop type, user data is required to reside either in network 
attached home directory storage or a VMware datastore. 
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The simplified procedure shown above highlights the use of combined solutions and the flexibility of creating a 
large standalone desktop deployment for distributed locations using one NAS storage. 

More Information

•	VMware vSphere product page 
http://www.vmware.com/products/vsphere/

•	BlueArc NAS  
http://www.bluearc.com/

•	VMware vSphere Thin Provisioning 
http://gestaltit.com/all/tech/storage/craig/vmware-vsphere-thin-provisioning/

•	Comprehensive Virtual Desktop Deployment with NetApp 
http://www.vmware.com/files/pdf/partners/netapp-vmware-view-wp.pdf

•	Why run VMware over NAS? 
http://blogs.netapp.com/dave/2007/09/why-run-vmware-.html

http://www.vmware.com/products/vsphere/
http://www.bluearc.com/
http://gestaltit.com/all/tech/storage/craig/vmware-vsphere-thin-provisioning/
http://www.vmware.com/files/pdf/partners/netapp-vmware-view-wp.pdf
http://blogs.netapp.com/dave/2007/09/why-run-vmware-.html
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Deploy VMware View 4 with VMsafe 

VMware VMsafe™ is a new security technology in vSphere for virtualized environments that can help to 
protect your virtual infrastructure in ways previously not possible with physical machines. With VMware 
View 4 supporting vSphere, VMsafe can provide a unique capability for virtualized environments through an 
application program interface (API)-sharing program that enables select partners to develop security products 
for VMware environments. The result is an open approach to security that provides customers with the most 
secure platform on which they can virtualize their business-critical applications. 

Before You Begin

Before you implement this solution, review the licensing terms with your existing anti-virus vendors. The 
scanning agent requires Microsoft SQL Server at installation. 

Figure 16: VMSafe API architecture overiew

Sometimes, when deploying anti-virus protection in a large enterprise network, even the scanning  
activities are distributed, and the malware pattern update, download, and scanning tend to increase  
network resource overhead. 

The VMsafe API is adopted by McAfee and Trend Micro. This test exercise uses Trend Micro Core Protection for 
Virtual Machines to monitor all activities in your VMware virtual environment. Virtual machines with real-time 
agents monitor file read/write activity and check for file infections. The scanning agent performs on-demand 
and scheduled scanning of target virtual machines for file infections.
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If it finds that a file is infected, it sends notification messages to pre-defined recipients and takes action on the 
virus according to the third party security product configuration. The activity log records all of the activities of 
the system. You can design personal scanning profiles, which saves you from having to reconfigure frequently 
needed settings. You can even assign multiple scanning options to a profile, and use the profile for special 
circumstances, for example, scanning incoming files only.

In this deployment, the test deploys two Windows Server 2003 R2 virtual machines (AV1 and AV2). 

•	Virtual machine AV1 – Scanning Agent 

•	Virtual machine AV2 – Management Console
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Figure 17: The management console points to vCenter to obtain the complete virtual machine list 

Figure 18: Deploy real-time agents or scanning agents onto virtual machines 
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You can protect offline snapshot images by installing the scanning agent on the AV1 virtual machine. AV1 will 
perform agent-less scanning on the offline images. If you are concerned about real-time malware activities, you 
can use a real-time agent deployment to protect needed scanning. It offers the virtual environment security 
protection and central management consistent with your virtual desktop deployment.

For More Information

VMsafe 
http://www.vmware.com/technology/security/vmsafe.html?source=hp&q=VMsafe&aq=f&oq=&aqi=g-s10

Trend Micro Core Protection for Virtual Machine 
http://us.trendmicro.com/imperia/md/content/us/flv/enterprise/endpointsecurity/ds01cpvm_090622us.pdf

McAfee VMsafe Integration  
http://www.mcafee.com

How to Configure View Security Server Using 
SSL VPN Router

Customers running a VMware View environment don’t just want secure access for virtual desktop sessions—
they want convenience as well. The typical security scenario is to deploy View Security Server in the DMZ. 
Alternatively, you can deploy a SSL VPN Appliance to extend the security deployment by brokering connections 
to virtual machines and providing SSO when users access their assigned virtual desktops. The SSL VPN 
appliance can be a virtual or physical appliance from vendors like Juniper Networks or Barracuda Networks. 

Before You Begin

•	Deploy and install three virtual machines 

–	 SSL VPN Demo Client (Windows XP) used as external user system

–	 SSL VPN Appliance Server (Linux)

–	 ??

Figure 19: [NEED TITLE]

http://www.vmware.com/technology/security/vmsafe.html?source=hp&q=VMsafe&aq=f&oq=&aqi=g-s10
http://us.trendmicro.com/imperia/md/content/us/flv/enterprise/endpointsecurity/ds01cpvm_090622us.pdf
http://www.mcafee.com
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Procedure

Deploy and Configure the View Connection Server 
1.	 Install the View Connection Server.

2.	 Once installed, log in to the View Manager administration console and configure vCenter to load 
virtual machines from your existing environment. Security Server is one of the options during the View 
Connection Server installation. It acts as the SSL offload. If you deploy for a quick proof of concept, use 
SSL VPN for the security and single sign-on use. 

For More Information 

Juniper Networks has detailed information on the proper configuration for their products. 
http://www.juniper.net/us/en/local/pdf/app-notes/3500148-en.pdf

End-to-End Monitoring

For desktop virtualization, define the virtual hardware, and then encapsulate data by importing your operating 
systems, application sets, and user data into the virtual desktop. The virtual desktop is stored in the datacenter 
storage arrays. The experience from physical endpoints (View Client) to virtual guest desktop (View Agent) 
demonstrates the desktop virtualization deployment integrity including desktop, user data management, 
storage, application usage, and network latency. 

Before You Begin

This sample deployment focuses on VMware PCoIP performance. For quick monitoring of network activities, 
consider using a network protocol analyzer like WireShark www.wireshark.org as a promiscuous mode, or 
another appliance solution like Liquidware Labs or Xangati for virtual desktop and network visibility. 

Figure 20: PCoIP traffic is visible in the appliance through the port mirror on the switch

http://www.juniper.net/us/en/local/pdf/app-notes/3500148-en.pdf
http://www.wireshark.org
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Procedure

VMware View with PCoIP is a software implementation that leverages both TCP and UDP. The protocol 
intelligently chooses the right codec for the right region on the desktop context: 

•	 Lossy compression is used for multimedia and streaming audio/video

•	Lossless compression is used for text and data

For the test setup, you can deploy a typical workload using an automation script such as AutoIT  
http://www.autoitscript.com/autoit3/ that runs standard applications like Microsoft Office, Acrobat PDF, 
Windows Media Player with WMV or MPEG contents, YouTube video, or QuickTime movies. 

Using a third party application monitor, you can see the traffic between the client and the virtual desktop as 
well as the end-to-end delay between the two, and where the network delay is in the infrastructure. 

Figure 21: PCoIP communicates through Port 50002 

PCoIP deploys virtual channels for extended capabilities (MMR, printing, USB device re-direction, and so on). 
UDP is used for efficient bandwidth and avoids TCP bandwidth limits. 

The reliability layer in PCoIP intelligently decides on retransmission by using TCP for connection management 
such as session connection, USB permissions, bandwidth or image quality settings, and so on. 

Figure 22: Identify ports to monitor for PCoIP 

 

http://www.autoitscript.com/autoit3/
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Figure 23: Broker Port List 

For More Information

•	Port configuration information is available on page 47 of the VMware View Architecture Planning Guide

•	Xangati http://www.xangati.com

•	WireShark http://www.wireshark.org

•	 Liquidware Labs http://www.liquidwarelabs.com

Technical Support 

As it is impossible to cover all deployment scenarios in this guide, for further proof of concept or technical 
assistance, contact desktop-tm@vmware.com or go to the VMware View product page 
http://www.vmware.com/products/view/ for community assistance. 
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