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VMware View 4

Abstract

This guide provides supplemental information to the VMware View Manager Administration Guide to assist
in configuring and deploying VMware View™ 4. This document describes various deployment scenarios for
intermediate and advanced administrators planning to deploy VMware View 4.

About this Guide

VMware View 4 allows you to consolidate virtual desktops on datacenter servers and manage operating
systems, applications, and data independently over any network. Whether you are deploying a new VMware
View instance or upgrading from a previous version, this document will provide preliminary guidelines to help
your deployment process.

This document validates recommended VMware View configurations and describes deployment scenarios
for intermediate and advanced administrators planning to deploy VMware View. You can customize these
configurations for your environment.

This document is designed to be used as a companion to other published materials such as the VMware View
Getting Started Guide, the VMware View Manager Administration Guide, and the VMware View Upgrade Guide.
It should not be used as a reference architecture or a product recommendation regarding the third party
products mentioned here.

Download the VMware View Architecture and Planning Guide or additional VMware View 4 documentation at:
http://www.ymware.com/support/pubs/view_pubs.html

Contents

This guide is organized by the following topics:

* VMware View Components

* VMware View with PColP

» Worker Scenario and Types

* VMware View Administration

« Additional Resources

Intended Audience

This document is designed for information technology professionals who are responsible for deploying desktop
or application virtualization for their companies, such as systems administrators responsible for planning and
deploying the VMware View platform.

For More Information

For detailed product information, refer to the VMware View Administration Guide and related release
documentation at: http://www.vmware.com/support/pubs/view_pubs.html

Or, access the self-serve knowledge base on VMware View at: http://kb.vmware.com/selfservice
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Using Thin-Provisioning with VMware View

and NAS

Global enterprises with business-critical, heterogeneous, file-based data will need to adopt file and storage
virtualization on some level. In VMware View 4, the platform is compatible with the vSphere host.

For this sample deployment, three separate VMware View pods were created to simulate branch offices in San
Jose, Oakland, and San Francisco. By allocating three secure segments from a single network-attached storage
(NAS), branch offices can have their own isolated and dedicated NAS storage, while a global NAS can be

divided for global file sharing among the different offices.

The sample storage deployment used in this section is provided by BlueArc NAS. You can deploy any other type
of NAS for similar use-cases. The advantage of NAS arrays is that they are self-contained and preconfigured for
easy deployment. With their dedicated storage capacity and file systems, they can be easily managed.
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Figure 14: Sample deployment using security NAS to control branch office VMware View desktop access
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In this deployment, you can leverage thin provisioning during the virtual desktop template configuration.
vStorage in vSphere features thin-provisioned disks with simple clicks. With thin-provisioned disks, you don’t
lose the unused space because the space is not seen as used by VMware until the guest actually writes to it.

VMware View 4 is tightly integrated with backend host features. With View Composer you can create thin
provisioning pools.

Before You Begin

If you have a cluster configured for ESX or vSphere hosts, you must make sure all ESX hosts in the same
cluster can see the storage—either SAN or NAS. This is a basic requirement for View Manager to provision
desktop or pools.

You can combine the deployment with tag-based entitlements for each VMware View pod where the
connection broker is set to allow access to desktop or pools with the matching “tag”. For example, you can
configure certain desktop pools to only be available to users on the internal private network. The same user
would not be able to access that desktop pool from the Internet.

If you have two Connection Servers supporting internal network users and two Connection Servers supporting
Internet access users, then configure these tags per the connection server. For example, tag the external ones
as “Internet” and internal ones as “Internal”. Then mark certain pools as being available only to “Internal” users.

Add Desktop
Type DesktopPool Settings
Desktap Persistence Specily the deskiop setings
) S Serve General

nique I0
= Deskiop/Pool Settings State: IEnahIed "I

Provigioning Setlings 5 . . -
e When VM is notin use; [Da nothing (VM remains powered on) =]
Delouk mage Automatic logol ater dlmed:lﬂever vl
Virfual Machine Falder
Host or Claster Refresh OF disk on logot Mever =
Resource Poo Conneciion sener restidions:  None=

User Dnta Connection server tags can be configured from the edit connection sener dialog localed
Datastore= | in Configuration > Senvers > View Senvers > Edit

QuickPres S# & pone

Reaadhy 1o Coa .

 With tags:
This deskio pIpO ol can be accessed from Connechion Sensers with the fal owWing 1.=|l.:| 5
or from connection serders configured 1o sene all pools

FColP

Qs o take effect

pngs

Cancel Done

More aggressive throfling results in more bandwidth savings

< Back I Mext = Cancel I

Figure 15: [NEED TITLE]

Note this sample deployment is not an instruction guide on how to use third party vendor or partner solutions.
[t is to be used as a high-level proof of concept only.
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Procedure

» Set up the BlueArc network configuration

2 Server Management Linit - SMU - Microsoft Internet Explorer

Status & Moniloring Server Sellings

Storage Management Data Protection

File Systems # Virtual Volumes & Quotas Virus Scanning # Replication # -

Current Thesughpirt # Quotas by File em * System Snapshots « NOMP Configuration «
- Drives # Storage Pools » Data more. ..
Rx Tx Migration* more...

Network Confiquration

File Services
R0 [ [wew
CHS# CIFS Shares # NFS Exports # User [P Addresses « Name Services #

Mapping # Group Mapping = iSCSI HNIS/LDAP Configuration # |P Routes
Logical Units « iSCSI Targets « more... more. ..

SMU Administration Documentation

Current User Password « SMU Status «  Admin Guide (pdfjs Admin Guide
SMU Users » more... {himl}# CLI Reference « more...
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+ Create the NFS, configure the access policy, and export to the host server

2 NF5 Exports - SMU - Microsoft Internet Explorer

File Services | Home : fie Senices > NFS Exports
NFS Exports
EVS i File System Label Filter
SICEVS / Al File Systems CEIIT Name: |
Path: [Hiter | E
¥ Name File System Path
[ /SJCHFS1 SJC_NFS1 fSJCHNFSI
Chock &l | Clear &)l

Actions: (CZ (XXM EIXIEETY | Download Exports | Backup & Restor

Shorfeuts: Read Cache Options Read Cache Statistics

Home | o | Sign Dhe

|

< i |
| ] hetps:i10.17.228. 182 femgr appfactionfprobocols Exportictionfeventsubmit_dopreparemodity: S @ Intemet

|
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2 NF5 Export Details - SMU - Microsoft Internet Explorer

File Services

| HOME > File Senices > NFS Exports > NFS Export Details

NFS Export Details

File System: SJC_HFS1
Export Name: fSJCNFST
Path: ;= )cnFsi [ browse.. ]
Path Options
hese options anly apply when path” or file system” values are changed.
Create path if it does not exist. (See online help for secunty implications).

Allowr this expart path ta overlap olher exports.

4

Show snapshots: [
Local Read Cache: g not cache files

Access Configuration:
* [enablesparseblockcounts)

(Enter IP-based values first, if possible)

|
%

@ c
) 5 @ intemet

TETIES
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2 Select a File System - SMU - Microsoft Internet Explorer

File Services | HOME > File Senices > NFS Exports > Select a File System

Select a File System

EVS | File System Label
ODAKEWS
Qi MFST
A£ll File Systems
SFOEVS

SFD_MWES1

SICEVS

All File Systems

Heme | S=ut | San Ou

i i |

|

« Add NAS storage as storage in the vSphere host
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17.228.160 - vSpha
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& @
Gl |
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Manuifacturer: HP P usage: 2442 Mz Capacky
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Processor Type: Quead-Care AMD Opterandtm) wssalassalasasl 1636230 MB

Propessor 2356
License: wiphere 4 Erterprise Plus Digkastors | Capacity | Free | Last Updati

Licensed for 2 physical CPU... || "™ o1 storaget 60.75GB  S257GH 1L/18/2005
Processer Sockets: 2 @ oumiz 499.75GE  293.66GB 11/18(2006
Cores per Sorket: 4 @ Wi 499.75GE  91I0GE 1L/18/2005
Logical Processors; 8 03 Qe E = ca i
Hyparthiraading: Ineackivee
Mumbser of NICs: 4
Stabe: Connacted — -
Wirtual Machines and Templates: 10 Hekwark [ Tvme [ M
WMokion Enabled: LI 1 W Mtk Standard swatch netbwork 10
Whweare: EVC Mode: HiA B ExternalNetwork  Standard peitch netwark 1
FauTalerance Enabied; HiA s ] =
Beckive Tasks:
Hast Profile: HiA
Prefile Comphance: [T Maniage this host through Yihwsre vCenter,

Commands |

E_.‘ New Yrtual Machine
a Mew Resource Poal
ﬁ Enber Mairbenarce Mode
[l Retoot
B shudown

* In the vSphere host, prepare a new virtual machine template to use thin provisioning. The checkbox option is
available in the provisioning process

« In the vSphere host, take a snapshot of the virtual machine template for later linked clone use
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Typ=

Deskiop Persisience
£ Virtual Center Server

Unigue D

Desklop/Poal Seltings

Pravisioning Seltings

Template

Wirtuad Maching Foider

Host or Chester

Resgurce Pool

Datastores

Customizaton

Ready to Complete

VMware View 4

VirtualCenter server i
Seled the VillualCenlar server thal yvou wanl 1o use
VifualCenter Senvers VirtualCenter Administralor View Composer Enabled 'I
192 16813250 administrator True n
 Use linked done lechnology to creals desklops i i
Linked clone deskiops are created from a Slnl'.'lE base l'l'lEl:lé and use considerably less mmga Space

than mon linked clone deskiops. Because each linked clone vifual machine is doned from a common
source, deskiops in the pool can be deployed extremely rapidly and simultaneously upgraded, patched,
and maintained without afecting user data.

<Back | Nest>| Cancel |

VMware linked clones are valuable as they are tightly integrated into View Manager and View Composer and
can reduce initial storage capacity by 90%.

* In View Manager, create and add a persistent or non-persistent desktop pool to enable thin provisioning
during linked clone creation. For details on how to create desktops or pools, refer to the details in the
VMware View Manager Administration Guide.

» Select NAS storage for the desktop creation. You can select the same datastore or an alternative datastore
for the user data disk. In a non-permanent desktop type, user data is required to reside either in network
attached home directory storage or a VMware datastore.
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Type Hosts and Clusters
Desitap Persistence Selact a host or a duster on which fo run the virtual machines created for this deskiop pool.

Unsupported hosts and dusters have been ftered from the lisl See he Vidware View produc
documeantation for supported ESX and VifualCenter configurations.

= Demc

ot view

Drafaul image

‘irtual Maching Folder
& Host or Cluster

Resource Pool

Uzer Data

Datastores

CuickPrep Seftings

Ready to Compilete

I Use vSphare mode for View Composer
This made can anly be used if all hosts in the selected custer ane running ESX 4.0 or |3er,

<Back | Mext> Cancel

The simplified procedure shown above highlights the use of combined solutions and the flexibility of creating a
large standalone desktop deployment for distributed locations using one NAS storage.
More Information

* VVMware vSphere product page
http://www.vmware.com/products/vsphere/

* BlueArc NAS
http://www.bluearc.com/

* \VMware vSphere Thin Provisioning
http://gestaltit.com/all/tech/storage/craig/vmware-vsphere-thin-provisioning/

» Comprehensive Virtual Desktop Deployment with NetApp
http://www.vmware.com/files/pdf/partners/netapp-vmware-view-wp.pdf

* Why run VMware over NAS?
http://blogs.netapp.com/dave/2007/09/why-run-vmware-.html
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Deploy VMware View 4 with VMsafe

VMware VMsafe™ is a new security technology in vSphere for virtualized environments that can help to

protect your virtual infrastructure in ways previously not possible with physical machines. With VMware

View 4 supporting vSphere, VMsafe can provide a unique capability for virtualized environments through an
application program interface (API)-sharing program that enables select partners to develop security products
for VMware environments. The result is an open approach to security that provides customers with the most
secure platform on which they can virtualize their business-critical applications.

Before You Begin

Before you implement this solution, review the licensing terms with your existing anti-virus vendors. The
scanning agent requires Microsoft SQL Server at installation.

Figure 16: VMSafe API architecture overiew

Sometimes, when deploying anti-virus protection in a large enterprise network, even the scanning
activities are distributed, and the malware pattern update, download, and scanning tend to increase
network resource overhead.

The VMsafe APl is adopted by McAfee and Trend Micro. This test exercise uses Trend Micro Core Protection for
Virtual Machines to monitor all activities in your VMware virtual environment. Virtual machines with real-time
agents monitor file read/write activity and check for file infections. The scanning agent performs on-demand
and scheduled scanning of target virtual machines for file infections.
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If it finds that a file is infected, it sends notification messages to pre-defined recipients and takes action on the
virus according to the third party security product configuration. The activity log records all of the activities of
the system. You can design personal scanning profiles, which saves you from having to reconfigure frequently
needed settings. You can even assign multiple scanning options to a profile, and use the profile for special
circumstances, for example, scanning incoming files only.

In this deployment, the test deploys two Windows Server 2003 R2 virtual machines (AV1and AV2).
« Virtual machine AV1 - Scanning Agent

« Virtual machine AV2 - Management Console
(= 10,1 7.228.160 - vSphere Client
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Figure 18: Deploy real-time agents or scanning agents onto virtual machines
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You can protect offline snapshot images by installing the scanning agent on the AV1 virtual machine. AV1 will
perform agent-less scanning on the offline images. If you are concerned about real-time malware activities, you
can use a real-time agent deployment to protect needed scanning. It offers the virtual environment security
protection and central management consistent with your virtual desktop deployment.

For More Information

VMsafe
http://www.ymware.com/technology/security/vmsafe.html?source=hp&g=VMsafe&ag=f&oq=&aqi=g-s10

Trend Micro Core Protection for Virtual Machine
http://us.trendmicro.com/imperia/md/content/us/flv/enterprise/endpointsecurity/dsOlcpvm_090622us.pdf

McAfee VMsafe Integration
http://www.mcafee.com

How to Configure View Security Server Using
SSL VPN Router

Customers running a VMware View environment don’t just want secure access for virtual desktop sessions—
they want convenience as well. The typical security scenario is to deploy View Security Server in the DMZ.
Alternatively, you can deploy a SSL VPN Appliance to extend the security deployment by brokering connections
to virtual machines and providing SSO when users access their assigned virtual desktops. The SSL VPN
appliance can be a virtual or physical appliance from vendors like Juniper Networks or Barracuda Networks.

Before You Begin
* Deploy and install three virtual machines

- SSL VPN Demo Client (Windows XP) used as external user system

- SSL VPN Appliance Server (Linux)

- 27

| |

—
~
152260700 T Barracuda Hetwork Connector
T Subnet 192.166.70.° Barracuda 551 wul P

|
.

T2

kY

Corporabe Me
= * Subnet 192,168 1.

Hetwork Conneobor Server

| . o /
--’_*.- rd Inferiaca IP 192.168.70.0
G T &
— v
./'
rd

192,168,704

Figure 19: [NEED TITLE]
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Procedure

Deploy and Configure the View Connection Server
1. Install the View Connection Server.

2. Once installed, log in to the View Manager administration console and configure vCenter to load
virtual machines from your existing environment. Security Server is one of the options during the View
Connection Server installation. It acts as the SSL offload. If you deploy for a quick proof of concept, use
SSL VPN for the security and single sign-on use.

For More Information

Juniper Networks has detailed information on the proper configuration for their products.
http://www.juniper.net/us/en/local/pdf/app-notes/3500148-en.pdf

End-to-End Monitoring

For desktop virtualization, define the virtual hardware, and then encapsulate data by importing your operating
systems, application sets, and user data into the virtual desktop. The virtual desktop is stored in the datacenter
storage arrays. The experience from physical endpoints (View Client) to virtual guest desktop (View Agent)
demonstrates the desktop virtualization deployment integrity including desktop, user data management,
storage, application usage, and network latency.

Before You Begin

This sample deployment focuses on VMware PColP performance. For quick monitoring of network activities,
consider using a network protocol analyzer like WireShark www.wireshark.org as a promiscuous mode, or
another appliance solution like Liquidware Labs or Xangati for virtual desktop and network visibility.

View Client
vSphere 1 Port20 & 22 -y Port 43 ™ ia21681365
1017.228160 | >
Linksys SRW
‘Sphere 2 Port17 & 21 i
gl > 101 aas 6 | > 10.17.228188
< Portd2iethl ] .
1921681355 {Port Mirroring) ° »| Xangati X500
Port 45/eth2 Appliance
Port18 819 192.16813.234 .
vSphere3 | _ . Eth0 192.168.03
1017.228.162 v
Management PC
192168.0.2

Figure 20: PColP traffic is visible in the appliance through the port mirror on the switch
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Procedure

VMware View with PColP is a software implementation that leverages both TCP and UDP. The protocol
intelligently chooses the right codec for the right region on the desktop context:

+ Lossy compression is used for multimedia and streaming audio/video
» Lossless compression is used for text and data

For the test setup, you can deploy a typical workload using an automation script such as AutolT
http://www.autoitscript.com/autoit3/ that runs standard applications like Microsoft Office, Acrobat PDF,
Windows Media Player with WMV or MPEG contents, YouTube video, or QuickTime movies.

Using a third party application monitor, you can see the traffic between the client and the virtual desktop as
well as the end-to-end delay between the two, and where the network delay is in the infrastructure.

PColP Client - 1
TCP/UDP 50002 e
transmission \__f""';

Virtual Deskiop

Figure 21: PColP communicates through Port 50002

PColP deploys virtual channels for extended capabilities (MMR, printing, USB device re-direction, and so on).
UDP is used for efficient bandwidth and avoids TCP bandwidth limits.

The reliability layer in PColP intelligently decides on retransmission by using TCP for connection management
such as session connection, USB permissions, bandwidth or image quality settings, and so on.

Specification

Port List: Port Range:
50002/UDP

Customer Login Name: I:I oty
Case sensitive Delete
c LoginPassword: | |
Customer Email Address: | | Addresses: Ignore Addresses:

Type: [defat v

Automatic profile update: Yes

Copy From...
Time dependent profiling: Yes Modify

Modify

Use Symptom data in profiles: Yes Delete

Delete

Figure 22: Identify ports to monitor for PColP
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Port List: Port Range:
1228/TCP

Application Name:
Customer Login Name: l:l

Case sensitive

Customer Login Password: l:l

Customer Email Address: |

Delete

Addresses: Ignore Addresses:

Type: |defaul v

Automatic profile update: [] Yes

Copy From...
Time dependent profiling: Yes

Modify
Use Symptom data in profiles: Yes

Delete

Figure 23: Broker Port List

For More Information

» Port configuration information is available on page 47 of the VMware View Architecture Planning Guide
* Xangati http://www.xangati.com

+ WireShark http://www.wireshark.org

* Liquidware Labs http://www.liquidwarelabs.com

Technical Support

As it is impossible to cover all deployment scenarios in this guide, for further proof of concept or technical
assistance, contact desktop-tm@vmware.com or go to the VMware View product page
http://www.ymware.com/products/view/ for community assistance.
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