Technical Brief:

Titan & Alacritech
ISCSI Accelerator on
Microsoft Windows®

Abstract

In today’s information age, enterprise business
processing & information systems are growing at
an incredibly fast pace resulting in proliferation of
servers in the data center. With the DAS/SAN
storage spread all over the data center, backups
are becoming more challenging.

iISCSI helps address these challenges, while
leveraging the existing Ethernet network, fulfilling
the storage need of all applications, even the
applications needing block access, while helping
consolidate storage and backup pains. The
challenge with iSCSI has been the TCP/IP
overhead, which impacts server CPU performance.
To resolve this, Alacritech iISCSI Accelerator (also
called a TOE, TCP/IP Offload Engine) offloads all
protocol overheads from the hosts CPU,
accelerating all protocol calls in its own hardware.

This technology brief addresses installation &
configuration considerations and procedure for
deploying Alacritech iSCSI Accelerator NIC and
ISCSI specific configuration of BlueArc’s Titan
SiliconServer.

Author: Vicky Chau, Senior Architect
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Changing the Economics of Network Storage
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The BlueArc Titan and iSCSI

By allowing SCSI commands to travel through IP networks, high-speed IP networks can carry data from
storage units to servers anywhere throughout a corporate network, also referred to as IP storage. The iSCSI
(Internet Small Computer System Interface) protocol combines the use of block-level data movement on
TCP/IP networks.

The iSCSI protocol enables block level data transfer between requesting applications and iSCSI Target
devices. Using Microsoft's iSCSI Software Initiator (version 1.05a or a later version p————
supported by Bluearc) and other iSCSI initiators, a Windows server can view iSCSI Targets

as locally attached hard disk. Windows host can create file systems on iSCSI targets, then .
read and write data as if it was on a locally attached disk. Although most applications are
now supported on high performance NAS products, storage administrators may prefer block .
level access for applications such as Microsoft Exchange, Microsoft SQL Server or other
enterprise applications. In these cases, the BlueArc Titan is ideally suited to support iISCSI || Pesigned for

™

targets as data repositories for direct block access for these applications. Microsoft®
Windo

The BlueArc Titan supports the iSCSI protocol when enabled with an iSCSI protocol || Server2003

license. The Titan iSCSI implementation has attained the Designed for Windows Server™ &k g

2003 certification from Microsoft. The Designed for Windows Server™ 2003 logo helps customers identify
products that deliver a high quality computing experience with the Microsoft Windows Server 2003 operating
system.

Administrators can define iSCSI Logical Units (LU) on Titan; export it
out as an iSCSI target; and then configure an iSCSI initiator to use
this storage as if it were a locally attached disk. iISCSI Logical Units
are blocks of SCSI storage that are accessed through iSCSI Targets.
An iSCSI LU must be made accessible by assigning it to an iSCSI
Target, then these targets can be found by the servers through an
iSNS database or through a Target Portal. Once it has been found,
an Initiator running on a Windows server can access the LU as “local disk” through its Target. On Titan, iSCSI
Logical Units can reside on any of its File Systems. As a result, iISCSI benefits from file system management
functions provided by Titan, such as NVRAM logging, virtual volumes, snapshots, and replication.

The combination of Alacritech hardware acceleration and the BlueArc Titan hardware acceleration combine to
offer a high performance iSCSI solution for block level applications. The added value of the Titan is that it can
also be leveraged for traditional network attached storage using standard NFS and CIFS protocols. This
allows the Titan to be the central storage infrastructure for a heterogeneous server data center. Additional
information can be found on BlueArc’s website, www.bluearc.com

Alacritech iSCSI Accelerator

The Alacritech SES1001 iSCSI Accelerator is the industry’s first iISCSI controller that accelerates the
Microsoft iISCSI Software Initiator. Based on Alacritech’s patented SLIC Technology®, the SES1001 iSCSI
Accelerator delivers unsurpassed iSCSI performance and efficiency. SLIC Technology® is a Data Path
Offload (DPO) architecture that efficiently offloads and accelerates network
protocol processing to the Internet Protocol Processor ASIC on the adapter.

This iSCSI accelerator card accelerates all iISCSI based protocol traffic,
while acting as a normal NIC for other functions. This enables high
performance for all iISCSI traffic while allowing the server CPU to focus on
application processing. The SES1001 iSCSI Accelerator is currently the only
iSCSI controller to support industry standard 802.3ad Ethernet link aggregation and failover as well as
networking and in-band management support.

Alacritech offers an iSCSI Accelerator cards that support both 10/100/1000Base-T copper or 1000Base-SX
fiber for cable flexibility. The Alacritech iISCSI Accelerator supports Windows® 2000, XP, and 2003.

For further information please go to the Alacritech website, www.alacritech.com.

© 2005 Copyright. All rights reserved. BlueArc is a trademark of BlueArc Corporation Page 1


http://www.bluearc.com/
http://www.alacritech.com/

Configuration Overview \_—/

iSCSI Storage Configuration on Titan Physical Storage

1) Ensure that the iSCSI protocol is licensed & enabled on Titan

2) Configure an iSCSI Domain
3) Setup iSCSI Logical Unit(s)

4) Setup iSCSI Target(s)

5) Configure an iSNS Server (optional)

Other protocols ‘

‘ iSCSI protocol H (NFS, CIFS)

6) Configure iISCSI Mutual Authentication on Titan (optional)

‘ Physical GigEthernet Ports (192.168.41.x) ‘

Alacritech iSCSI Accelerator NIC Installation & Configuration BlueArc
1) Install the Alacritech iSCSI Accelerator NIC Titan
2) Install the Alacritech iISCSI Fast Path Drivers —\

3) Configure the Alacritech Fast Path Driver

IP Network

Microsoft iSCSI Initiator Installation & Configuration ]
iSNS Server

1) Install the Microsoft iISCSI Initiator (Optional)
2) Configure the Microsoft iISCSI Initiator e —
' o . . P [0 o~ |8 :
3) Configure Mutual Authentication Security for the iSCSI Initiator iSCS| Card & QO —
4) Configuring Microsoft iISCSI Initiator for Persistent iSCSI connection Drivers
Internal
o ) ) ) PCIBus
Monitoring and Troubleshooting Alacritech iSCSI NIC

1) Troubleshooting Tips

2) Monitoring CPU utilization and performance

3) Diagnostics
4 fpstat utlty MSiiSS%SS“'-I'r?ifi;tor
configuration
How to Uninstall, Upgrade, or move the Alacritech iSCSI card
1) How to Uninstall the Alacritech iISCSI NIC
2) How to Upgrade the Alacritech iSCSI NIC

3) How to Move a card from one slot to another

Software Requirements

BlueArc has tested Alacritech with following software versions:
1. Alacritech Driver version 6.3.1.1
2. Microsoft iSCSI initiator version 1.05a

Please contact Bluearc support for the latest supported version of the Alacritech driver and Microsoft iSCSI

initiator. These consolidated steps are ease installation and configuration of a complete iISCSI solution. Please
refer to the BlueArc, Alacritech, and Microsoft documentation for more details.
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iISCSI Storage Configuration on Titan

iSCSI Protocol on Titan

Prior to proceeding with an iSCSI configuration on Titan, ensure that that Titan has a valid iISCSI License Key.
From the SiliconServer Admin Page, select License Keys. Verify that the license key for iISCSI is enabled. If
the iISCSI license key is not enabled please contact your BlueArc representative to purchase a license.

SiliconServer Admin | Home > SiliconServer Admin > License Keys

DFS5S-ED1E-C57A-E751-11F1-C5FO0-D1CE-BES57 W

Service Selected key
CIFS Enabled
MNFS Enabled
ISCEI Enabled
IBR Enabled
Cluster 2 Modes Max
MWAC D 18-B0-31-61-F0-AE

Next go to the File Services page and select File Services Setup. Ensure that the iSCSI protocol is enabled as
well as any other protocols you will be using on the Titan.

File Services | Home = File Senices > File Senices Setup

File Services Setup

Enable desired file systems services

Services: WV CIFS/Windows
M MFS/Unix
¥ FTP
¥ iscsl
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iSCSI Domain

The iSCSI Domain is the DNS domain used by iSCSI when creating unique qualified names for iSCSI
Targets.

To set up the iISCSI Domain Name, click iSCSI Domain on the File Services page.

File Services | Home = File Senices
File Service Protocols
File Services Setup Enable/Disable File Service Protocals (CIFS, NFS, L)
User Mapping Map MFS user names to NT user names (i.e. file permission
mappings)
Group Mapping MWap MFS groups to NT groups (i.e. file permission mappings)
Local Groups Add or delete members of local groups (i.e. Backup Operators)
CIFS & NFS
CIFS Shares Share names, paths, user limits, and Share Access Configuration
CIFS Names “iew and edit the server narmes sean by CIFS
NES Exports Export names, paths, and permissions
iSCSI
iSCSI Logical Units Add, delete or modify iISCSl lagical units
iSCSI Domain “iew or edit the iSCS| domain
iSCS| Targets Add, delete ar modify IZCSI targets
iSCSI Initiater Authentication Add, delete or modify ISCSl initiators
iSNS Add, delete or modify ISNS servers

Enter the DNS Domain name to be used by iSCSI then click Set.

BLUE-ARC. \_@'M ar @wi

(@ TITAN - 192.0.2.2 | Advanced Mode: ON
File Services | Home = File Sewvices = iSCS| Damain
iSCSI Domain Configuration
EVS|EVS01 =l

Set the DMS domain used by iSCE1

ISCS| Domain Mame Ishire.bluearc.com

Set | Delete
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Setting up iISCSI Logical Units

An iSCSI Logical Unit (LU) is a block of storage that can be accessed by an iSCSI initiators as a locally
attached hard disk by attaching to an iSCSI target on Titan. An LU is stored as a file on the Titan file system
and like any other data set on the file system, iISCSI LUs can be bound in size using Titan’s size management
tools, including Virtual Volumes. This unique iSCSI implementation allows block level access, while still
providing the advanced features of the BlueArcOS, in affect providing the best of both worlds to the storage
administrator.

To add an iSCSI Logical Unit, click the iSCSI Logical Units link on the File Services page and click Add>>.

—
BLUE-ARC.

\@?".. D ot @ ]

@ TITAN -192.0.2.2 Advanced Mode: ON
File Services | Home = File Senices » iS50S5 Logical Units
Add iSCSI Logical Unit
E%'S
[Evs01 |
File 3ystem Label 3ystem Driwve ID Capacity File ZIystem Size
[romctium 1026 24.99 GE 24.99 GE |
Mame
Path
| Browse>> | ¥ Ensure Path Exists
Comment
Size

I [MBE x| I File Already Exists

Applhy | Cancel |

On the iISCSI Logic Units page:

1. Select the EVS and File System on which to create the Logical Unit.

2. Enter Name and Path info for the LU. All Logical Unit filenames will have the extension .iscsi.
3. Provide an optional Comment about LU.
4

Enter the size of the Logical Unit and select the unit for the Size (eg. 50 GB.)
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Setting Up iSCSI Targets
An iSCSI Target is a storage element accessible to iSCSI initiators. These targets appear to iSCSI initiators as
different storage devices accessible over the network.

On the File Services page, click iISCSI Target. From the iSCSI Target page, iSCSI Targets can be configured,
modified, or deleted.

To create a new iSCSI Target, click the Add>> button.

1. Define an alias for the iISCSI Target. For ease of administration, it is recommended to use the same name
as the Logical Unit or a derivate.

Add a comment defining what this target will be used for to help with future administration.

Enter a Secret (password) which the iISCSI initiator must provide when connecting to this target
Select the EVS where LU resides, elect the LU and assign a Logical Unit Number then click Add LU
The LU along with LUN will now be listed in the Selected Logical Units box.

o g~ WD

Click Apply for the changes to take effect.

=

BLUE-ARC D Do @

@ TITAN -192.0.2.2 |  Advanced Mode: ON

File Services | Home = File Semices > iSCS| Targets

Add iSCSI Target

Alias

|Exu:hange2DI33

Camment

|Exchange 2003 installation target
Secret

|b|uearch|uearc

¥ Enable Authentication

EvE

[Evso1 =

Available logical units

Logical Unit Nurnber T AU

Selected logical units

Logical Unit LT

Exchangez003 a

Exchange 1 Femowve LU |
Apphy Cancel |
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Configuring iSNS Server (optional)

The Internet Storage Name Service (iISNS) is a network database of iSCSI Initiators and Targets. The iISNS
protocol is designed to help with the automated discovery, management, and configuration of iISCSI devices
on a TCP/IP network.

If configured, Titan will add its list of Targets to the configured iSNS servers, which will allow Initiators to easily
find them on the network.

Configuring iSNS is optional, and is not a requirement for Titan iISCSI.

To set up the iISNS Server, click iISNS on the File Services page.

BLUE-ARC. Wo, o o
@ TITAN . 192.0.2.2 | Advanced Mode: ON
File Services | Home = File Services = iSNS Servers
iSNS Configuration
EVS|EVE01 =l
IF Address Port

Adld»>» Delete

On the iISNS Servers page, Select the EVS on which you want to add the iSNS server from the pull down
menu, then Click Add>>. Next enter the IP Address of your iSNS server and Click Apply. The default Port
number for iISNS server communication is 3205.
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Configuring iSCSI Mutual Authentication on Titan (optional)

Titan uses the Challenge Handshake Authentication Protocol (CHAP) to authenticate iSCSI Initiators. CHAP
requires a “shared secret” known by the Initiator and the Target. For an additional level of security, Titan also
supports mutual authentication where in addition to the Initiator authenticating against the Target on Titan,
Titan must also authenticate against the Initiator.

To facilitate the mutual authentication process, Titan must maintain a list of the Initiators with which it can
authenticate and the shared secret for each Initiator.

From the Titan home page, select File Services and then click iSCSI Initiator Authentication.

e &
(@ TITAN - 192.0.2.2 |  Advanced Mode: ON
File Services | Home > File Senvices > iSCS| Initiators

iSCSI Initiator Authentication

EVS| EY/S01 =

Initiator Namme Jecret

b luearchli

Delete |
Modify Secretlbluearcbluearc1 hodify |

Acle! New [nitiator
Initiator Namel Add

Secret |

1. Use the drop-down list to select the EVS associated with the Target for which mutual authentication is
required.

2. Enter the Initiator name. This is the name found in the Change Initiator node name box on the Initiator
Settings tab of the Microsoft iISCSI Initiator window.

3. Enter the Secret for the Initiator. This is the secret which will be entered in the Initiator Chap Secret box
on the iSCSI Initiator window and Click Add.

4. If you need to modify a secret, select the Initiator name and secret in the list. Enter a new secret in the
Modify Secret box. Then, click Modify.

5. If you need to delete an Initiator and its secret, select the Initiator name and secret in the list. Then, click
Delete.
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Alacritech iSCSI Accelerator Installation & Configuration

Installing the Alacritech iSCSI Accelerator NIC

Shut down the server and install the Alacritech iISCSI NIC in an available PCI slot. For best performance
install the Alacritech iSCSI NIC in a PCI 64/66MHz slot. The PCI slot needs to provide +3.3v power. After
installing the Alacritech iSCSI card, when you boot the server for the first time, Windows will detect that that
new hardware has been installed, and will start the ‘New Hardware Wizard’, which will offer to install the
driver. Do not let the wizard install the software automatically.

Installing the Alacritech Fast Path Drivers

CAUTION:
Cancel the New Hardware Found Wizard. DO NOT let the wizard install the software automatically.
The Alacritech driver installation setup program must be used to install the iISCSI Acceleration NIC
driver properly.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helps you install software for:

Ethermet Cantroller

f'\.-) If your hardware came with an installation CD
=2 or floppy disk. insert it now.

‘what da you want the wizard ta do?

@ lnsil the saltware automatically [Hecommended
() Irstall from a list or specific location [Advanced)

Click MNest to continug.

[ Nest » ]([ Cancel D

1. Download the recommended iSCSI driver installation program from the Alacritech website or use the
driver installation setup from the CD which came with the Alacritech card. Accept the License Agreement,
to proceed with the driver installation.

2. Click yes to proceed with the driver installation.

Alacritech Accelerator Setup - Software License Agreement

Use seroll bar to view the whole agieement

PLEASE REVIE'W THE LICENSE AGREEMENT BELOW. BY INSTALLING THIS SOFTWARE, YOU A
WARE AGREEING T0 BE BOUND BY THE TERMS OF THIS AGREEMENT. DO NOT USE THIS
SOFTWARE UNTIL YOU HAYE CAREFULLY READ AND AGREED T0 THE FOLLOWING TERMS
WND CONDITIONS. [F*OU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT
INSTALL OF USE THIS SOFTWARE,

LICENSE:

(laciitech, Inc. (Alacitech) grants pou the non-exchusive right to use the enclosed software progiam
Ithe ‘Software’] but orly in conjunciion ik, at a minimum, one Alacitech Accelerator Adapler. *You
may not use, copy, madify, rent, sel o transfer the Software or any pottion thereof except as providsd in
this Agreement.

umay,
1. Install and use the Software on ane of more personal camputers and/at local area netork (LAN]
servers

2. Copy the Scftware only for the pupase of instaling and using the Software on personal camputers
andlfor LAN servers as described above, and for backup or aichival purposes.

¥

Do you scoent thess tems? Toistsl this softwete, you must sccept s agesment I [==po=
you choose No the install vl be aborted g £

=

\/
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3. If the Reinstall drive window appears, click on Yes

<1 Reinstall Driver

reinstall the driver for this device,

'E Ak least one SLIC adapter is not configured correctly. This setup program will attempt to

Click. on "¥es' to reinstall the driver, Click on ‘Mo’ ko continue without reinstalling the
driver. Click on 'Cancel' to end program

4. Select the TCP Fast-path driver and Slicuser Diagnostic Utility options, then click on continue.

5. Once the driver installation is complete, restart (reboot) the computer to activate TCP offload engine.

2= Alacritech Accelerat

Destnabon Deecton

-~ Frogiam Folder

This is the Alacitech Accelerator diver installation program. This program will install
the network. adaptes divers on pour system if it is not already installed  [In addibon, it
wall install the selected components

To add or iemove a component, click on the appropnate box.

Ciick on the Continue bulton to begin installation or chok on the Exit Setup button to
end program

W Diownload SCSI initiator

¥ Shcuser Diagnostic Ut

C:AProgram File:\alacitech Browsa

Programs\Alecitech Browse... |

View Rasdms Continua | Ext Satup |

o= Setup Program

'r “fau must shut down and restart vour computer before the new settings will take effect.

Do you want ko restart your cormputer now?
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Configuring the Alacritech Fast Path Driver

1. Configure Alacritech iSCSI NIC by using the Local Area Connections Properties page of Windows.
Alacritech TCP Fastpath Driver must be checked to enable The TCP offload and is by default selected
after running the Alacritech driver installation program. If TCP offload disabling for Microsoft iISCSI initiator
is required for some reason, unselect the Alacritech TCP Fast-path driver. A reboot will be required to
offload the Fast-path driver.

-L Local Area Connection 5 Properties

| General :l.s’-‘n.uthentiu:atic-n Advanced|

Connect using:

Thiz connection uzes the following items:

| M .@ File atnd Printer Sharing for Microzoft Metworks A
[ %= lacritech Accelerator Team Configurator |

g ~lacritech TCP Fast-path driver |
| T Internet Protocol ITCRART ) |
£ | Ea

| :
Ingtall... ] [ Uningtall
Drezcription

Alacritech TCF acceleration module. Used to interface with
SLIC adapters to offload TCP processing from the haost CPU.

[ Shaw icon in notification area when connected

[ 0K l[ Cancel ]

2. Configure the Alacritech NIC to use DHCP to obtain the IP Address or configure manually one or more
static IP addresses as required.

3. Ensure that the Alacritech NIC has an IP Address by using “ipconfig /all” from the command prompt, and
test IP connectivity by pinging the hosts on the network, including the iSCSI target host.
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Installing and Configuring Microsoft iSCSI initiator

Installing the Microsoft iSCSI initiator iSCSI Installation Options

1. Download the Microsoft iSCSI initiator from the Microsoft " Install Complete ISCSI Initiator
website. The current supported BlueArc version of Microsoft " Install SCST Service Only
iISCSlI Initiator is 1.05a. 7 Uninstall ISCSI Initiator and Service

2. Run the Microsoft iSCSI initiator setup program and Accept the " Perform No Action

Microsoft EULA to continue further, and Choose the installation
folder for installation:

3. Choose " Install Complete iSCSI initiator” option from the

Microsoft iISCSI Installation Program o
~
4. Once the iSCSI initiator installs correctly, ensure that the iSCSI &

service starts by confirming that the window below appears.

Microsoft iSCSI Initiator Installation Program

Cancel

1 The Microsoft iSCSI Initiator was installed successfully!
The Micrasoft iSCSI Initiator service has been starked automatically.

Configuring the Microsoft iSCSI Accelerator

1. Be sure to have your iSCSI target (BlueArc iSCSI storage target) configured properly, and ensure
that it is up and running.

2. If you are using iSNS server in your environment, skip this step and move to the next step. Select the
Target Portal Tab of MS iSCSI Initiator and provide the File Serving IP address of Titan EVS where
the iSCSI targets are located. Leave the socket port value to the default value, which is 3260. The
MS iSCSI Initiator will query Titan iSCSI portal and present a list of available targets.

Add Target Portal E|

Type the |P address or DMS name and socket humber of the portal you

want to add. Click Advanced to select specific settings for the discovery

sesgion to the portal.

IP address or NS name: Socket:

| R

[132768.1.4 | [z200 | [bavanced ]

Address Socket | Adapter Port |

If you are using the iISNS server in your environment, select the iSNS Servers of Microsoft iISCSI Initiator, and
enter the IP address or name of the iISNS server to obtain the list of available iISCSI targets.
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3. Click on the Available target tab and you should see any targets available to you from the Titan iSCSI
portal or iISNS server.
4. Select the target you want to Logon and Authenticate, and click on Logon.

Log On ko Target m
T arget name:

qun.2DDS-D‘I.Iabiscsi:noodle-evsﬂ‘l dkitnl

™ Automatically restore this connection when the system boots

™ Enable multi-path

& Only select this option if iSCS] multi-path software iz already installed
On yaur computer.

Advanced... QK. | Cancel |

Advanced Settings HE

General | IPSec |

~ Connect by uzing

Local adapter:

Source IP: Diefault j

- CRC / Checksum
™ Data digest ™ Header digest

¥ CHAP logon information

CHAP helps ensure data security by providing authentication between
a target and an initiator tying to establish a connection. Ta uze it
specify the zame target CHAP secret that was configured on the target

far thig initiatar.
User name: qun.‘l 991-08.com. microzsoft: alacitech-01. areaSl. com
Target sacrat: Iooooloooooooco

™ Berform mutual authentication

To uze mutual CHAP specify an initiator secret on the Initiator Settings
page and configue that secret on the target.

Ok, I Cancel | Apply |

5. Click on Advanced, this will provide you the option to configure advanced security settings.

6. Enable “CHAP Logon information” and in the “target secret” box provide the password you configured
on Titan for this particular target.

7. If the you want persistent iISCSI connections, and want the iSCSI connection to comeback after a
reboot, select “Automatically restore this connection when the system boots” and click OK.

8. Ensure that the Logon to the target has been successful. If a failure occurs, you will see “Inactive”
under status. Check the iISCSI target security settings & initiator name.
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10.

11.

12.
13.

14.
15.

If logon to target has been successful you will obtain a session identifier listed under the Active
Sessions tab. Click the Details button to get details on particular target.

iSCS| Initiator Properties iSCSI Initiator Properties

NS Servers | Persistent Taigets | Initiator Seltings 18NS Servers Persistent Targets izt Settings

Target Paortals | Available T argets | Active 5essions Target Portals Aveailable Targets Active Sessions D
Diezcription Dezcription

Select a target and click Log On to access the storage devices for that “when the logon process is complete, the session is fully enabled and

target. Each logon starts an iSCSI session. the initiator can begin to gend SCSI commands and data,

After pou log on, you can click the Active Sessions tab to see details Toend an active session, just click Log Off and the initistar will atternpt

to close the ISCSI session - unless there are applications that are

abaut the newly established session.
curently using devices over the active session

Select a target: Select a session:

Name Status
izcsi-target-8 Connected

Name

[ Detaie. | [ LoaO# ][ Refresh

Windows Disk Management should now see the connected iSCSI target as a new disk.
Drives mounted using iSCSI target can be seen. If you had more than one iSCSI drives, you would
see all of them here as individual drives.

L Computer, Management

Q File  Action View Window Help ;ii‘_]
e BE 2 HXEE O E
= Computer Management (Local] | volume ‘ Layaut ] Type ‘ File System | Status ] Capacityi Free Space‘ % Free | Fault Tolerance | Crvethe.
= m System Tools = () Partition Basic NTFS Healthy (System) 7.06 GB .45 GB 62 % Mo 0%
H @ Ewvent Viever V15, Partition Basic  NTFS Healthey 6.83GE 6.79GE 99 % Mo 0%
+ shared Folders
+ Local Users and Group:
+ Performance Logs and
Device Manager
= @ Storage
+ Remowable Storage
Disk. Defragmenter T
Disk Management = =
I+ Services and Applications s
B ZPpisk 0 I I
EBasic {C:)
14._31 Lels) 7.06 GB NTFS 7.25GE
Online | Healthy (Systerm) | Unallocated
EPDisk 1 1
Basic (1SC51_DISK (: i
6.83 GB 16,93 GB MTFS
Oniline Healthy <
SSrn_pnmn %
< | s | H Unallocated [l Frimary partition

Partition the drives as you would normal direct attached disks.

Format the Drives as you normally would with one exception, DO NOT select the dynamic disk
option when asked.

Choose the normal NTFS format option as you would with other normal disk.

Once the formatting is complete, the iSCSI target is now available for use as a formatted drive until
the next reboot.
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Configuring the Microsoft iSCSI Initiator for Persistent iSCSI connection
You can also configure the MS iSCSI initiator as persistent for a given target, so that the drive is available
after a reboot and no manual intervention is required.

Log On ko Target

Target hame:

qun. 2005-02 labizcsi noodle-evs01. vklun1

¥ Automatically restore this connection when the system boots

[~ Enable multi-path

& Only select thiz option if iISCS] multi-path software iz already installed
o Your computer.

Advanced... | ak | Cancel |

From the Microsoft iSCSI Initiator, select the target, which you want to make persistent, and from the Log On
dialog box select “automatically restore this connection when the system boots” option. This will ensure after a
system reboot, iSCSI drives are correctly mounted.

Configuring the Microsoft iSCSI Initiator for Mutual Authentication
Within the Microsoft's iSCSI Initiator, select Initiator Settings tab.

isCSI Initiator Properties i ed
Target Portalz I Available Targets | Active Seszions |
iSMS Servers I Fersistent Tangets Iritiatar 5 etings

r Initiator CHAP secret

The zecret allows the initiator to authenticate targets when perfarming
mutual CHAP.

Type a secret that iz hard to guess:
xxxxxxxxxxxxxx e |

r Bind volumes

Click. Bind Yolumes ta hawve the initiatar mark all the volumes that have
been created using iISCSI disks. Then, whenever the computer restarts,
the zustem will pause until all the bound volumes reappear.

B Caution: Thiz action cannot be undone. |f the configuration
changes - disks added, removed. reformatted - wou must click
Bind Yolumes to update the list of marked volumes.

Bind Yalumes |
_ Charge |

— Change initiatar node hame

Change to: [ign.1337-05 com. microzaft gathic. ber: Change

’TI Carcel | Epply I

Under the Initiator CHAP secret, enter the secret which allows the Target to authenticate with Initiators when
performing mutual CHAP. The shared secret used to authenticate an Initiator with a Titan should be different
from the secret specified when setting up the Target to ensure mutual authentication. The Initiator node name
is the same name which is entered as the Initiator Name on the iSCSI Initiators page in the previous steps.
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Monitoring &Troubleshooting Alacritech iSCSI NIC
Troubleshooting Tips:

e  Setup Program must be used or TCP offload (atcp) will not be installed and card will function as a
normal NIC without any iSCSI offload or performance gains.

e Ensure that the iISCSI NIC has its LED on, near the PCI bracket on the back of the card. This
indicates PCI slot is supplying enough power to iSCSI NIC.

e Alacritech and non-Alacritech Interfaces should be on separate subnets

e Software that needs to *see* TCP packet will not be compatible with TCP offload — disable TCP
offload on desired port

While troubleshooting use the following Windows network commands to help diagnose the problems:
e  Output from “ipconfig /all” command

e  Output from “route print” command

Refer to the Windows System Log for more information.
e Look for Event Log entries for SLIC or ATCP

e Very high Flushes/sec (see monitoring sections) may mean you may have a network problem; this
will reduce your throughput and increase CPU consumption
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Monitoring CPU Utilization and performance

Alacritech Performance Monitor
Monitor the performance using the Microsoft application performance tools
Select the SLIC performance object then add the counters to monitor the iSCSI performance

B Fle Action View Favortes Window  Help

- > | mifm] @

Add Counters

Console Root |
e System Monitar O QO [ 3] © Uselooal computer courters
2] & Performance Logs and Alerts 100 - (%) Select counters from computer:
[WSOLTEK FE
&0

Perfarmance object:
60 [suc v
) &l counters

Fastpath_connections.
Flushes/sec —
SlowBtesin/sec
ey e
<

(SRS
2 o

™

2|

&

< | B

[Cix [5e 1d| [ 2
1.000 P
| 1000 %
1

FastBytesTotal/sec — Data Transferred in Hardware Mode (iISCSI)
SlowBytesTotal/sec — Data Transferred in Software Mode (non-iSCSI)

£l Performance

B Bl action Vew Favortes Window Help

e EE @
T 000 DR +X g 2P E 0o ®
I @] Performance Logs and alerts 100

80

60

40

20

0

Last | 0.000 Averags | 0,000 Minirurn | 0000 Maxirumn | 0,000
Duration | 1:40

Color | Seale | Counter Instance | Parent | Object | Computer

i
0.00... FastBytesTotalfsec SLIC  YSOLTEK
1,000 Flushes/sec SLIC YSOLTEK
0.00...  SlowBytesTokalissc SUC 1ISOLTEK

The Ratio between software and hardware should usually be > 95%

NOTE: Very high Flushes/sec may mean you may have a network problem; this will reduce your
overall throughput and increase CPU consumption.
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Diagnostics

The Alacritech Diagnostics Tool ‘slicuser’ can be used to obtain information about the Alacritech Adapters
installed on the system. This will be needed to ensure drive versions and get technical support.

You can start it from the programs Menu:
Start > Programs > Alacritech > slicuser

Driver Version
e Miniport Driver
Fastpath Driver

Microcode Versions
MAC Address
Link Status

Link Speed

PCI Info

IRQ Number
Interface Number
Bus Type

More Adapter Information
e Vendor

e Board Revision info
e  Serial Number

Slicuser - Alacritech Accelerator Diagnostics

General i Diagnostics i

« "B - [~ Adapter 1
¥ .I.. |
o i !i.-’-‘n.la-:rite-:h R T e d Il Hore Adapter Information
Accelerating Data Delivery™ : !
- Infarmation
M nd>nnaT Wendar Alacritech Inc.
. . Ethemet Address |00:10:42.00537:85 Assembly # 100007
- Diriver Versions Link Status |Up Revision, H 50
Minipart Driver: E202 Link Speed | 1000BASE-T :
P Link Duplex | Ful Duplex Senal # 034003000003231
Fastpath Driver:  B.20.3 PCl |Buz 1 Slat 1
MMIO Address | 0«D 4000000
- Microcade Yersions i f”:m Humge' 101
- nterface Mumber
10024 Microcode: 1.70.2.2 Bus Type | PCI 32/33MHz
10041 Microcode: 1.38.21
100041 Microcods: 1492 18 . More nfo.._| Refresh |
Ok | Cancel i Apply Dk I Cancel
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Alacritech fpstat utility
Fpstat is a command line utility for collection TCP offload statistics. This utility provides valuable information,
which you can use while diagnosing application performance related issues.

Open up a command window
fpstat —z : Clear the counters

Run the application
fpstat : Display the stats
fpstat —f : Display the TCP flush statistics

\WINDOWS system32' cmd.exe

C:s>fpstat —f
Duplicate ACK:
Qut of Order:
Bad ACK
Rexmit Timer
Persist Timer
Host—initiated
Handout Abort:
Headeyr Fields:
Out of Order ACK:

Total Flush:

FIN-RST :
Source Quench:
Idle:

Route Change:
1/F Route:
Slowframe:
Small Sends:
Command Timeo:
Command Error:
Link Down:

Rcy MDL Timeo:
TCP Exception:
Abort:

Rcv UWindow:
Unbind:
Cnull>:

SR EE R S

[1%]

ORAFEEREREDREREREN

MDL: The MDL out/in values are the size of the data write/read sent to the iISCSI NIC. A bigger value will
provide better performance and reduced CPU utilization. The value is application dependant. If the value is
small look at whether the application has parameter or registry settings for adjusting socket (buffer) sizes.

Flush: A flush is when a TCP session moves between hardware and software control. A low level of TCP

flushes is normal and is caused by TCP activity such an open, close, or reset which will all generate a flush.
Many flushes are an indication of a network problem, such as a port misconfiguration or similar.
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INDOWS system32' . cmd.exe

Microsoft Windows [Uersion 5.2.37981
CC) Copyright 19852083 Microsoft Corp.

C:“Documents and Settings“Administratoricd *

C:s>pstat
Mz lowsends = 2582
Mf astsends: 1826062
zlowsend: 66,747 . 606
fastsend: 14,362,856 667
slowrcus: 29.956.358
fastrcus: L.456,.427 857
fastrcucpucopy: 178,475,833

in:

KB out:

Faztpath KB in:
Fastpath KB out: 14,825,445

4788 KB-flush slowpath

28 .25 fastpath data in

29 .54 Fastpath data cout
72917 fastpath data total

Fast Path: In a normal environment you should be getting a high Fastpath value such as 90% or higher. This
represents that TCP session is in hardware control and is being offloaded from the hosts CPU.

Uninstalling, Upgrading and Reconfiguring Alacritech iSCSI NIC

Uninstalling the Alacritech iSCSI NIC

o Use Device Manager Uninstall interface to remove Alacritech Driver
e Reboot the system for the changes to take effect

Upgrading the Alacritech iSCSI NIC driver
o Use Device Manager Uninstall interface to remove Alacritech Driver
o Reboot system for the changes to take effect
e On rebooting Windows will detect the New Hardware and will start the New Hardware
wizard. Cancel the wizard and use the Alacritech driver Installation program to install the
driver
o Windows will need to be rebooted for the changes to take effect

Moving card from one slot to another —recommended method
e Uninstall device driver by using the uninstall from Device Manager
e Shutdown system and move card
o Install driver using Alacritech setup program and reboot
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Conclusion

The combined BlueArc Titan and Alacritech iSCSI Accelerator solution provides customers with an
ideal architecture for block level applications such as Microsoft Exchange Server. Both Alacritech
and BlueArc realize that the best solution to a high performance network storage solution is to
architect packet handling, I/O and overhead in the hardware so that the server CPU can focus on
providing better performance to applications and its clients. The Titan offers the additional benefit
of having your block and file based storage combined in a single IP based storage system, allowing
for easier management and a better TCO. Titan’s high performance block and file access
throughput can be leveraged across more servers providing a simplified consolidated storage
solution.

BlueArc Contact Information

BlueArc Corporation BlueArc UK Ltd.
Corporate Headquarters Queensgate House
225 Baypointe Parkway Cookham Road

San Jose, CA 95134 Bracknell RG12 1RB
USA United Kingdom
info@bluearc.com uk info@bluearc.com
T 408 576 6600 T +44 (0) 1344 408 200
F 408 576 6601 F +44 (0) 1344 408 202

Or visit our Web site at: http://www.bluearc.com
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